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Identity and Access Managgme

* Vanguard Administrator™

* Vanguard Advisor™

« Vanguard Analyzer™

« Vanguard Offline™

« Vanguard Security Center™
« Vanguard ez/Token™

« Vanguard ez/Signon™
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Date: 2013/11/05
Time: 12:29

Administrator Configuration Manager
Advisor Enforcer

Analyzer Policy Manager
PasswordReset Vanguard Cleanup
Registration Manager

Vanguard 0ffline

Initialize Administrator Options
Administrator Data Services

X Exit
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Compare Manager (option 21)
- Compare ManagerTI&., tbBLfza—H—  JIIL—T =370 77
AIVIZEDNT BWELR—FLIZY . TAT7AILDEVEREET 51=
OIZTAT7AIEEOITURELERL,. E1TTEET,

Vanguard Unix Manager (VUM — Option 14)
o tXaT4EEIL, UNIX® Managerz{£AL T, IBMPRACF®* CE
NTWBSTIERIZEETHTOT7AIVIERERFRIZ, UNIXTF7ZAILT
I X)X UNIXT7AILY AT L UIDs ELUGIDs REHZLDIE
{ELR—FTEET,
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: 11/05/2013
Option ===> 1} ime: 12:45
Compare Manager

1 Compare & Manage Access
2 Compare ID Utility

Date: 11/05/2013
Option ===> 2Jj Time: 12:46

Compare & Manage Access
1 Compare User Access

2 Compare Group Access
3 Compare Profile Access

"‘\ rver H%WD@ ‘ D » Busm; =%z | -
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Compare Manager / /

Command ===>
Compare Group Access
Specify MASK Criteria or Fully Qualified Group ID(s].
List ID
Source: (L-Live or E-Extract)

Mask:

Compare 1
Source: (L-Live or E-Extract)

'VANGUARD

o ~_In egrlty Professionals
mation Security Experts

Date: 11/05/2013
Time: 12:58

ID: (Masking characters not allowed)

Compare 2
Source: (L-Live or E-Extract)

ID: (Masking characters not allowed)

VRAEXEC: (Y-Yes or N-No)

. D
Serve "Proven H% R
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Row 1 of 97
Command ===> I Scroll ===> CSR

Compare Group Access
Primary commands: S(ort), L(ocate), R(efresh), 1EQ2, 2EQ1l, Combine

Compl: L GROUP ACCNTING
Comp2: L GROUP ACCTPAY

S - Select RACF access D - Delete

Profile Compl  Comp2

DATASET CORP.ACCTG. #x
DATASET QS390.X. XX
DATASET VSS. M. X

USER ACCTOO1

USER ACCTOO2

USER ACCTOO3

USER ACCTOO4

USER ACCTOO5

USER ACCTO10

ws Server H%WD . ) " Business ///’ 'h_.__
N\
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LTI SAT T2 TI7/ILERRALTETTES., HILLVEREDOHITT,
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1. BB TV . F=EXT—IETIRREEBDI7AIL YT —,
2. i BE.JIL—TEDI7AILYI)—,

3. Z7MILEN.. T7AMIVEEBE YR, J7MILDT U R¥E., SR ALA
DUID. BFaJYRACNDGIDED I7AIL YT —,

4. EcAIDTALIR)—,

5. M= R yo Y,

6. L—H—IBEDIRAIT VI EEFDI7AIL,

7. UNIX®IZ7AILL AT LDIBM Z/ OS®TE #FE (BPXPARMS) IZED<KT
RTOER,

8. UID. PROGRAM., HOME.STATUSTODHES R I—5 DY XL GR
— L T4 IR DB UNIXIZE R ZEEZEIN TSN ESI I ERLET ),

9. GIDER T IL—TIHEHELTLS A —THD Y X,

10. UNIXD/S—3wia U D0RENICEEEBEZ HACLASSTAT 74 )L (
FACILITY. UNIXPRIV. SURROGATH KTULOPERCMDS) MY Rk,




VUM -Unix Manager(Main ~ VANGUAR ‘
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Date: 11/13/201:
COMMAND ===> I Time: 14:43

Vanguard Unix Manager

All new options - 1 Unix Security Manage

r
2 Unix File Manager ‘ Same as before

we Server P DDy
oven
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: 13/11/13
Command ===> : 13:48

Unix Security Manager

File Security
File System

Owner and UID
Group and GID

FACILITY Class Profiles
UNIXPRIV Class Profiles
SURROGAT Class Profiles
OPERCMDS Class Profiles

Partner

we Server %'TD Business % ,_.
I1AN =
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VUM -=Unix File System (opton 2) Y
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Row 1 of 21
Command ===> | Scroll ===> CSR

Unix File System
Primary commands: S(ort), L(ocate)

Next to only one entry:
S - Select R - RACF access

Opt Dataset and Path

CSQ701.MQM. ZFS Read Only
/Z112/usr/1pp/mgm/V7IROM1

DFH410. JYMPROFS. ZFS Read/Write
/Z112/usr/1pp/cicsts/cicsts41/IJVMProfiles

DFH410.SAMPLES. ZFS Read/Write
/Z112/usr/1pp/cicsts/cicstsdl/samples

DFH410.SECURITY. ZFS Read/Write
/L112/usr/1pp/cicsts/cicstsd4l/1ib/security

DFH410. ZFS Read Only
/L112/usr/1pp/cicsts/cicstsdl

HFS.ADCDPL . ROOT Read/Write

ws Server DDA
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VUM —Facility class profiles{option#  VANGUARD

Information Securit Expertﬁ%‘

Row 1 of 23
Command ===> Scroll ===> CSR

FACILITY Class Profiles

Primary commands: S(ort), L(ocate)

Next to only one entry:
A - Activate D - Delete S - Select R - RACF access

Opt

Active . DAEMON
Active .DAEMON.HFSCTL
Active .DEFAULT. USER
Active .NEXT.USER
Active . SERVER
Active . SUPERUSER
Active .UNIQUE. USER
Active . WLMSERVER
Inactive .CF

Inactive . CONSOLE
Inactive . DEBUG

ws Server DM \ Business __—
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Row 1 of 7
Command ===> I Scroll ===> CSR

SURROGAT Class Profiles
Primary commands: S(ort), L(ocate)

Next to only one entry:
A - Activate D - Delete S - Select R - RACF access

Opt Status Profile

Active . SRV. INTERNAL
Active . SRV.PKISERY
Active . SRV.PRIVATE
Active .SRV.PUBLIC
Active . SRY. WEBADM
Active . SUBMIT.OPE

Inactive SRV.X
SR HE R R KM HOKOR HOK KOOI Bottom ofF  clata MMM MK K KK MK K R R0 K R K K
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Vanguard Administrator™ & {th DHERE] Selg it

FRTELRN A7 LY ) —
CDOLR—KME, ZAT7AILRITIRFRXF (Y, %)ZHFo>TULNSA, #BFFX
FEZFIATELELVISX(NOGENCMD F71=I& NOGENERIC)IZE
NTWAERN—BERITOT7AILEIRNFT,
i¥E: NOGENERICOLR—rH LU aTURERIE. RACF VIR12LL
EHARETT,

TORIAIAE DR MAARL R—H kiR
LAR—MER(E, 5 B<T 21D, TOLLEREDT—HAEEN
&SRS ELL,

YRFXVT DYTFIVELTRIBEL BT X F
5l ‘SYS1. ¥+

Quickgen 355k
MW #HETT—2DLR—
¥+ —7—K: SKIPALLBLANKS (ZZAKRE)

DB2° V10 HY7R—kEHN
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Advisor #2771 ILDIDCAMS REPROHH AZ/\yFLIR—FDAAHELT
FIFATTEE
ADVISOR 774 JLDOIDCAMS REPROH HZE/N\YyFLHR—F,DAHELTEE
EA[REIZ/EYELT=, VSRR DDX TCEM I 7ML EIEERIEETY .

UNIX System Services RARAF T 1\ A—=2D Y R—LEM
ST BEIUVEMLAR—FTMEDIEBRIZHLTIYRAFT VT IEEMATEE,
E3GID, EE®UID, 3EGID, EUID, &7FGID, RFUID, A—/N\—1—H, 1
—H X)) F4+—%>, BPX.DEFAULT.USER

LR—hRIZCERGERFOLIO—FE2H A
ARNY—ANSMFI7AILDIGE . /I\YyFLIR—FDRZRRBRIZAALI—FDHREE
=IO BT EBMZEEALET, (FROM~TO)

TIOT147TT75—REA—ILR&{E
TITATTI— A= L DIEEEICHE DB RFIEETEALIITHYEL &
B0 FLURNTURATLLEDEE/NTGA=ZFIZIX, )T ILEAL LBEHIZE
L TLVSSMFID(&SYSSMFID)) &6 4HE M A gEIZRYELT =,

/
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ANIVTIRRIVIZA TS a>VRTHGEM
ANILTINRILIZAdvisorL R—RESMFEA T DR (EDLR—bEHE AT BIZIE
EDSMFRATHHEMN) N E(CHERRIREE LD LIIZRTA T avhEmsh
L7,

Unix System Services LR—kH33&1k
AR k3—F 67(iNtACEE), A XU MESia—K 09 & 10 BLKUA R ba—F
69(RPKIGENC), 1 X MEfra—k 08 & 09AVE NN

VAT LIVN]—LR—hiE1E
ARURO—F 01, /1R MEEIO—F 39 AYEM (5 EEIDIZX T HDRACF1I—4
IDIEFER TEZLY)

DB2 E# SMF La—FZYHR—k
DB2 V10 ML a—REMRICIHBLRAR—RABREFTHV ST SHBHT, SMFEA
7100-102La—F D EfEHABIBINFELT=, Advisor(EZDB2H <) —FH KU EFHL
R—KZSMFRA4T102%FERALTEY., HILWLWERIZHIGLELT =,
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PDS/E H/HR—k

AUDITSETROPTS &1t
LIR—MERTUTD2DODA T a3V F FHEgE:
Exceptions only ===> YES
Class Detail ===> YES

151 5% D #(Exceptions only)
A3 T—2tybDOVSAOPTO0A /A\—HEXPTONLYLEVEL
INSGA—BZTHELELOUEDAYvE—SODEEELZEF >IN
DHE—EBERTTHIZIE, [([ZWNEIEET S

95 AEEH(Class Detail)
HSRAEBBFTF—TILADTOANTAE. BITADE®EYR TS
1. UEW]ZEHBELET,
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Vanguard Offline™ &, BEE N ABFRACFT —IR—X (X ELE VR
T, RACFT—AR—ZAADEFET AT HZEMNTESHVanguardtt d
IAMB T L —T O#HER T,

Vanguard Offline™ (&, ZERICE(ERLGEWERNELENZEEEHI
[CHREE T B1=0(. TRAMEE T HIENTEDSRH AT,

Vanguard Offline™ (&, BEEEARACFITOT7AILEFERK. BIRH LUZE
BIZKY, T RTOA—HETIN—T DT I EANDEZEETERT H1=5HIC
TANTHIENTEFRY  (BERICKDIEE S AIEE

FE CORBIE VIABD AU TTFURALRNILELEITAZETHF|HAIREL
HYET,
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A—HBF7IEXFALERLER— -
(Vanguard Access History Report)
RRFUT B&Uquickgent gt AL T, T2y B LU —HRER~AD
A—HFEDOTIERELR—LLET, COFLLLKR—FTIE. SMFOEE%
WWEEETIZ, TRV E—RERIZHL, 7OEREFRI, 7OERRAEK, BF
;Ié?f:T?txHE?’ééhf:T’JtZ@%uéﬁ’&?%%n‘:&bl:ﬁﬁ%d‘ H5ZEMNT
F9,

EXMN)—TRE—T7LILT—I0E
RACFT—ONR—RZzHRALTWSELGDHVAT LT, LIR—rDE®HIZERTY
—UTEBDARDERMN) =R AZ—T7AIIL(HMF) ZHFHDIEMNTEDLDIC,
D&Y ZEHGMEZAREICLET,
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Command ===>» 2

Access Summary by Access
Access Summary by User

Access Summary by Group
Access Summary by Class
Access Summary by System

Command ===>
Access Summary by User

Primary commands: S(ort), L(ocate)

Next to only one entry:
S - Select Q - QuickGen

Opt Reqsted
DENIED
Read GRANTED
Read GRANTED
Read GRANTED
Update GRANTED

- \‘l ver PN ] ] Business
Proven AN ©2014 Vanguard Integrity Professionals, | Eis
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Row 1 of 30
Command ===> Scroll ===> CSR
Access History Detail

Primary commands: Q(uickGen), V(iew), S(ort), L{ocate), SW(itch)

Next to only one entry:
S - Select

Opt User Access Class Resource -Reqsted(Read) Allwd(Update)

GRANTED DATASET USER.LINKLIB
DOUGB GRANTED DATASET SYS1.VAN.RACFPRIM
DOUGB GRANTED DATASET SYS1.BRODCAST

Vanguard IAM Row 1 of 30
Reqsted (Read) Allwd(Update)

SRV1 Date: 2012/09/19
User: DOUGEB Access: GRANTED
Connect Group: VANGURRD . Requested: Read
Class: DATASET Allowed: Update
Resource: USER.LINKLIB

Auth Profile: USER.LINKLIB

DOUGB GRANTED DATASET QUWI.R740. QWIPNL

Proven

we Server H%WD / N Business
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* Vanguard Enforcer™

« Vanguard Policy Manager™

« Vanguard Cleanup™

« Vanguard Configuration Manager™
« Vanguard inCompliance™
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AL A= a— / / ..... il

Date: 2013/11/05
Time: 12:29

Administrator Configuration Manager
Advisor Enforcer

Analyzer Policy Manager
PasswordReset Vanguard Cleanup
Registration Manager

Vanguard 0ffline

Initialize Administrator Options
Administrator Data Services

X Exit

Copyright 1989-2013 Vanguard Integrity Professionals - Nevada.
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Vanguard Cleanup™

RACFT—AR—XZEMML. RERAOI—YF— . JIL—T EHET—2. T—3tvkéE
—REBRITOTFAIVEEIRT 5T ER T HFHLLVEA T,

H1)—2 7w TIFRACFEFRIEXITZ#FIHAL .. RACFT—ER—X D ;EENZ T I BB
IBRARIEFES>TUWVET ,, AIRIR I TE YT FYINf=ARUNE. BRELAR—FDT=8
[ZVSAMZPZ7A4 LIRS TULVET,

BEE. — 8B (AR O¥E,. EXOTRTONEBYAIILENN—TFTD2DHELH
UET) . BEEDIRIETHIBARIEEXITEZFEBLET,

ZOHREIE. RACFT—ER—ZAMS, TRTOXRFEROL—F— FIL—T EHT
— 3. T3 YR ERIZDODVTOLAR—FMORFERTOT7AIILOHIBRaT UL E
IRELET,

FE I COERIEVIIBDAVTFUORALARNWLE LIFHZETHRIRAREELGYET,
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Vanguard Cleanup™ 584 &

EXM)—YRE—T74IL— 0
RACFT—AR—ZXZ AL TWBRELEEZV AT LT, LIR—,D-0HIZETY

—UTEDRRDEAN)=RREZ—=T74IL(HMR) &2 EMTEDH LI,
D XY EHGNEZEATREICLET .

VANOPTSHI[Z&SYSNAME, &SYSSMFID & &SYSPLEXZ{EFHTA]
Cleanup™ & Offline™[&, VCLOPTOOTtE Y h 7w TJT 5 ENTES &L
512, VROERRN)—T XA —T 74 )L, VOFERARN)—TRA—T 74 )L
EOT AN —LT—81y FOTLITavIRIZ, BRI ATLIURIL

(&SYSNAME & &SYSSMFID) DIEEMTESLLIICEEREINI-DT, H
—MDVCLOPTOOIEE T, cNLDI7AILDRARIIZEET H e EHDY

Xj__-LAFEﬁ —G1E% E.I-ﬁgo

Vanguard Cleanup™ THEfth AL 7 \—{E R ASEFAI
D)= Ty TMIBR(ZH) =0T ITERNT A N— (2 —H—,
JIV—T . T3yt —RHGY—RISRELVTAT7MIL) &
IETHIENTEET,
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VCLOPTxxX Bl A/ %124t
VCLIZ. BB A R VBB TE DVCLOPTXX AV IN—ZIEET A ENTE
9, nIZKY. 9= T YvIRIBARIETHTEHL. VAT LEEDERE
IR T HIENTEET,

DLFCLASS %
DLFCLASSIE. BHENDYY—AMNDLFICERESNARENEINZFIVITH
F=®IZRACFIZ&E>TERENS, COFHLILMLRIEREEEFRT DL,
DLFCLASSIWNS D7 I RELEFEMBAL T, TNMNDLFCLASSHDEED T
OJ74 VBB Ha7 U FEERLEGIN %, CLEANUP STCIZHERT %
ZENTEFET,

@Server,,"nm. I %UR@/‘\D 28 ©2014 %gu i
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EXR)—UREFML R—rH R E
NO PROFILEIX 7V REKREZRET HT=HIZRACFIZE>THEHLNI=KIIZ,
URIET a7/ ILENN—LTWASITYTZIXZEBDEETL=, M ERA.
ZTOWRDERELT, TVFA—HIZEESNET,
TOEREIXLUTDREY,

<NO PROFILE USED>
<DISCRETE PROFILE>
<INT GENERIC PROFILE>
<GENERIC PROFILE>
<GLOBAL ACC PROFILE>
<NO PROFILE FOUND>

FHVERIFY/VERIFY(X) LR—Fk
BEOI—H—0O45A%VERIFY/ VERIFYXEBH TR SN -2—FDLR
—hERMLET

ysewerl"m\en' ' %UR@AD 29 ©2014 %guar
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Vanguard Configuration Mafag

DISA STIGs /3\—3> 6.10 - 6.16 ZHHKR—
VCMIZ., BICRERFTDSTIGD) ) —RIZEMMST BEIIEFHFSNTWNET , =
DIEEENLIR L. 3y ABDOH LULIDISASTIGFTVID))—XIZEHE T,
BICERITREEHELE T,

RACF A—H1)RMMIxT 35 I —TEHA
IRELI=T—3%RACFJ IIL—TIZRETHE. TIIL—TEERL. REDY
AMZINWL—TIZEHELTWA A1 ——Z R EFELET,
BIEE=MNT IL—TIZANDE. FORACET IL—TITMAT=ZE (L., [FFEH
21X, T—AREIZEENTT,

ACP00340 Fx v/ DHE
ACPO00340IZAPF. LPAE LU ProclibslZxLRA—RSA2Z&FIBTHLSIC
EEHINT-1=O. ETORIZERTINTWBEREDAVNERDIT5-8IC
ERTIIENTEET,

St xT—5 D HERE R
VCMDFERI7MILIZ. RGEONEISEHEEN T RSB TELGEKSIZ,
AEST7ILTYX LZERAWTESILTAZENTEET,

“"Sel'Vel‘P"nwr| H%DR@A@ 30 ©2014 V/nguard_l e
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Vanguard Configuration Manager™ R

HESRLEBOYEE
A—HIFEHMDELGDIEIFE L/ AN—3 2 BODISASTIGHER I7AMILE
LEER T BHEMTEET , STIGSHDELGD/N\—av ., F-IFELGAERE
YhEEDSTIGSORIL/N—2 3V, EFTLE-RBEDLEBRATEET,
REPORTFINDINGS/REPORTNOFINDINGS
LRTEHLAR—R L, 1B EDF IV IIZE o TEREIN=TARTDAyt—
CDFUTYALERBELTWELE, SEIOEEIZKLY, BEELzWLAYE—
CDEYMIEDNT, FYERMGHRELZERT HENTEXTS , 21—
XEREEFTDADAYE—2  BBEOEVNEFTOHADAYE— TRTD A
YE—UFWMB T HCENTEEXET  MIBEMAYE—VIZOHELLH S5
B AERBRAFBETAVELNHIGE. ITINHRIBET,
COLLECTIONQUESTIONS
HEDLDERDITRTDYRANERFIT HENTEET  HAT=E. TN
THERBDOTELE)ANERIZEEM TN TNAANILTERT /\yFLR
—h&ETTEEY,

4
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Questions




